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FIG. 9 



USER ENTERS AREA WHERE 
SECURE ACCESS REQUIRES 
USER AUTHENTICATION 



BLOCK A 



USER INSERTS SHARTCARD INTO 
SECURE SHARTCARO SLEEVE 



BLOCK B 



USER OPERATES HUMAN 
FEATURE SENSOR 
(EX: FINGERPRINT SENSOR) 



BLOCK C 



SLEEVE AUTHENTICATES 
SHARTCARD USER'S ID BY 

COMPARISON TO USER'S 
FEATURES STORED IN THE 
SMARTCARD SLEEVE 
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SECURE SMARTCARD SLEEVE 
TRANSMITS AUTHENTICATION 
(CAN BE ENCODED) TO THE 
SECURITY SYSTEM OR SECURE 
DEVICE 



BLOCK D 



BLOCK E 



FIG. 10 



USER ENTERS WORKSTATION 
AREA WHERE SECURE COMPUTER 
ACCESS REQUIRES USER 
AUTHENTICATION 



USER INSERTS SMARTCARO INTO 

SECURE SMARTCARO SLEEVE 
(SLEEVE CAN BE PLUGGED INTO 
COMPUTER, OR BE WIRELESS) 



USER OPERATES HUMAN 
FEATURE SENSOR 
(EX: FINGERPRINT SENSOR) 



SLEEVE AUTHENTICATES 
SMARTCARO USER'S 10 BY 

COMPARISON TO USER'S 
FEATURES STORED IN THE 
SMARTCARO SLEEVE 
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SECURE SMARTCARO SLEEVE 
TRANSMITS AUTHENTICATION 
(CAN BE ENCODED) TO THE 
COMPUTER SYSTEM (CAN INCLUDE 
FULLY AUTOMATIC LOGIN) 
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USER AUTHENTICATION AT SLEEVE 
BY HUMAN FEATURE 



BLOCK A 



USER VIEWS FUNDS AVAILABLE 
IN SECURE SHARTCARO SLEEVE 
'WALLET 1 



BLOCK B 



USER OOWNLOADS FUNDS FROM 
SECURE SHARTCARO SLEEVE TO 
THE SHARTCARO 



BLOCK C 



USER PASSES ENABLED 
SHARTCARO TO MERCHANT 



-BLOCK 0 



MERCHANT REMOVES AUTHORIZED 
FUNDS FROM SHARTCARO 



BLOCK E 
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FIG. 12 
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